BStillSecure’ Safe Access”

Protecting your network through endpoint security compliance.

Safe Access upgrade provides the ability to test and
control Vista endpoints

Description

After upgrade, Vista endpoints are testable and will no longer be controlled by the NAC policy
preference regarding unsupported OSs.

If NAC policies have been configured to allow access for unsupported OSs, Some Vista endpoints that
were previously allowed may now be testable and potentially fail testing, preventing access.

If NAC policies have been configured to deny access for unsupported OSs, Some Vista endpoints that
were previously denied access may now be testable and potentially pass testing, granting access.

Affected Products, Versions

This condition exists in the following software versions:

Safe Access: 5.0-4181, 5.0-4391

Impact

Vista endpoints may fail testing and be quarantined, where previously they were allowed access within
the NAC policy as an unsupported OS.

Vista endpoints may pass testing and be granted access, where previously they were quarantined
within the NAC policy as an unsupported OS.

Solution

After the upgrade manually test Vista endpoints to verify their compliance status.

Step by Step

1. For each Vista endpoint on the network connect with a web browser to manually test.

Open a web browser and visit https://<SafeAccess>:89 where <SafeAccess> is the IP or
DNS name of the Safe Access Management Server (MS).

2. Complete testing

Follow the directions in the web browser to test the endpoint
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3. Remediate identified issues

Follow the directions for failed tests or correct using your organizations best
practices.

4. Retest the endpoint

After remediation, retest the endpoint to verify the situation has been
corrected

5. Repeat for other Vista endpoints

Repeat the test for at least a representative sample of Vista endpoints to be
comfortable with the test results.
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